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S7-Web-LINK
S7-Web-LINK provides data from an SPS using a Json Rest API

http://www.traeger.de
https://www.traeger.de
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Getting Started

Edit configuration file

S7-Web-LINK.config
{
    "WebServerSettings": {
        "Port": 8080,
        "UseHTTPS": true,  // Wheter SLL (HTTPS) should be used or not
        "Certificate": "S7-Web-LINK.pem"  // Path to certificate file
    },
    "Connections": {
        "SPS-1": {  // Predefined connection see chapter "Request -> Connection"
            "IPAddr": "127.0.0.1",
            "PlcType": "s7_300_400",
            "Channel": "op",
            "Rack": ,
            "Slot": 2,
            "RxTimeout": 5000,
            "TxTimeout": 5000,
            "ConTimeout": 5000
        }
    },
    "TokenList": { // SPS with the IP "127.0.0.1" could be accessed using "Auth":
"password"
        "127.0.0.1": "password",
        "192.168.2.123": "secret",
        "192.168.0.80": "123456"
    }
}

Generate SSL Certificate (optional)
Sample Certificate

S7-Web-LINK.pem

https://wiki.traeger.de/_export/code/en/software/tools/s7/s7-web-link?codeblock=0
https://wiki.traeger.de/_export/code/en/software/tools/s7/s7-web-link?codeblock=1
https://www.traeger.de
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-----BEGIN CERTIFICATE----------END CERTIFICATE-----
-----BEGIN RSA PRIVATE KEY----------END RSA PRIVATE KEY-----

Windows
Download SSL Manager

Linux
Install OpenSSL for Debian or Ubuntu based distribute:

sudo apt-get install openssl

Install on other linux distribution

- GenerateKey.sh
openssl genrsa -out server.key 1024
openssl req -days 365 -out server.pem -new -x509 -key server.key
cat server.pem >> S7-Web-LINK.pem
cat server.key > S7-Web-LINK.pem

https://www.ssl.com/guide/ssl-com-manager-an-overview/
https://wiki.openssl.org/index.php/Compilation_and_Installation
https://wiki.traeger.de/_export/code/en/software/tools/s7/s7-web-link?codeblock=3
https://www.traeger.de
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Sample
This will read a value from our SPS using JavaScript

PHP Example

With cURL
<?php
// The data to send to the API
$postData = array(
    "Auth" => "password",
    "Connection" => array(
        "IPAddr" => "127.0.0.1"
    ),
    "Read" => array(
        array(
            "Addr" => "DB1000.DBB 304",
            "Type" => "string",
            "Length" => 10
        ),
        array(
            "Addr" => "DB1000.DBX 322.0",
            "Type" => "byte"
        )
    )
);
 
// Setup cURL
$ch = curl_init("https://127.0.0.1");
curl_setopt_array($ch, array(
    CURLOPT_POST => TRUE,
    CURLOPT_RETURNTRANSFER => TRUE,
    CURLOPT_HTTPHEADER => array(
        'Content-Type: application/json'
    ),
    CURLOPT_POSTFIELDS => json_encode($postData)
));
 
// Send the request
$response = curl_exec($ch);
 
// Check for errors
if($response === FALSE){
    die(curl_error($ch));
}
 
// Decode the response
$responseData = json_decode($response, TRUE);
 
// Print the date from the response
var_dump($responseData);
?>

http://php.net/array
http://php.net/array
http://php.net/array
http://php.net/array
http://php.net/array
http://php.net/curl_init
http://php.net/curl_setopt_array
http://php.net/array
http://php.net/array
http://php.net/json_encode
http://php.net/curl_exec
http://php.net/die
http://php.net/curl_error
http://php.net/json_decode
http://php.net/var_dump
https://www.traeger.de
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Without cURL
<?php
// The data to send to the API
$postData = ...
 
// Create the context for the request
$context = stream_context_create(array(
    "http" => array(
        // http://www.php.net/manual/en/context.http.php
        "method" => "POST",
        "header" => "Content-Type: application/json\r\n",
        "content" => json_encode($postData)
    )
));
 
// Send the request
$response = file_get_contents("https://127.0.0.1", FALSE, $context);
 
// Check for errors
if($response === FALSE){
    $error = error_get_last();
    var_dump($error);
    die();
}
 
echo $response . "<br />";
 
// Decode the response
$responseData = json_decode($response, TRUE);
 
// Print the date from the response
var_dump($responseData);
?>

Request

Connection
{
    "Auth": "password",              // Password or Token
    "Connection": "SPS-1",           // Name predefined in the configuration file
    "Read": [ ... ],                 // optional
    "Write": [ ... ]                 // optional
}

http://php.net/stream_context_create
http://php.net/array
http://php.net/array
http://php.net/json_encode
http://php.net/file_get_contents
http://php.net/error_get_last
http://php.net/var_dump
http://php.net/die
http://php.net/json_decode
http://php.net/var_dump
https://www.traeger.de
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{
    "Auth": "password",              // Password or Token
    "Connection": {
        "IPAddr": "127.0.0.1",
        "PlcType": "s7_300_400",     // optional, could be set to "s7_300_400" (default),
"s7_1200", "s7_1500", "s7_200", "s7_logo"
        "Channel": "op"              // optional, could be set to "op" or "pg"
        "Rack": ,                   // optional
        "Slot": 2,                   // optional
        "RxTimeout": 5000,           // optional, default 5000
        "TxTimeout": 5000,           // optional, default 5000
        "ConTimeout": 5000           // optional, default 5000
    },
    "Read": [ ... ],                 // optional
    "Write": [ ... ]                 // optional
}

Read
{
    "Auth": "password",
    "Connection": { ... },
    "Read": [{
        "Addr": "DB1000.DBB 304",
        "Type": "string",
        "Length": 10
    },
    {
        "Addr": "DB1000.DBX 322.0",
        "Type": "byte"
    }]
}

Write
{
    "Auth": "password",
    "Connection": { ... },
    "Write": [{
        "Addr": "DB1000.DBB 304",
        "Type": "string",
        "Value": "HelloWorld"
    },
    {
        "Addr": "DB1000.DBD 300",
        "Type": "double",
        "Value": 13.7
    }]
}

https://www.traeger.de
mailto:info@traeger.de?subject=S7-Web-LINK
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Read / Write Types
Name Bit
byte 8 (unsigned)
word 32 (unsigned)
word16 16 (unsigned)
word32 32 (unsigned)
word64 64 (unsigned)
int 32 (signed)
int16 16 (signed)
int32 32 (signed)
int64 64 (signed)
float 32 (signed)
double 64 (signed)
string

Response

Connection
{
    "Connection": {
        "PlcType": ...,              // echo (same as request)
        "Channel": ...               // echo (same as request)
        "IPAddr": ...,               // echo (same as request)
        "Rack": ...,                 // echo (same as request)
        "Slot": ...,                 // echo (same as request)
        "RxTimeout": ...,            // echo (same as request)
        "TxTimeout": ...,            // echo (same as request)
        "ConTimeout": ...,           // echo (same as request)
        "Result": {
            "Value": -2,             // default 0
            "Message": "The maximum number (256) of the possible connections is reached!" //
default "OK"
        }
    },
    "Read": [ ... ],                 // optional
    "Write": [ ... ]                 // optional
}

Read

https://www.traeger.de
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{
    "Connection": { ... },
    "Read": [{
        "Addr": "DB1000.DBB 304",    // echo (same as request)
        "Type": "string",            // echo (same as request)
        "Length": 10,                // echo (same as request)
        "Value": "HelloWorld",
        "Result": {
            "Value": ,              // default 0
            "Message": "OK"          // default "OK"
        }
    },
    {
        "Addr": "DB1000.DBX 322.0",  // echo (same as request)
        "Type": "byte",              // echo (same as request)
        "Value": null,               // if read failed value will be null
        "Result": {
            "Value": -1,             // default 0
            "Message": "Desired data type is not allowed or is not supported." // default
"OK"
        }
    }]
}

Write
{
    "Connection": { ... },
    "Write": [{
        "Addr": "DB1000.DBB 304",    // echo (same as request)
        "Type": "string",            // echo (same as request)
        "Value": "HelloWorld",       // echo (same as request)
        "Result": {
            "Value": ,              // default 0
            "Message": "OK"          // default "OK"
        }
    },
    {
        "Addr": "DB1000.DBD 300",    // echo (same as request)
        "Type": "double",            // echo (same as request)
        "Value": 13.7,               // echo (same as request)
        "Result": {
            "Value": ,              // default 0
            "Message": "OK"          // default "OK"
        }
    }]
}

Error Messages
Value Message Description (Reaction)
0 OK Default Everything okay

https://www.traeger.de
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Value Message Description (Reaction)

-1 Timeout, PLC not reachable.
Start further read/write operations. The driver
automatically repairs the connection. May you hav to
increase the timeout values (receive/connect
timeout).

-2 The maximum number (256) of the possible
connections is reached. Close unused connections

-5 General error. Check whether network is properly installed in the PC:
TCP / IP enabled? Winsocket installed?

-6 Target CPU not found. Rack or number of slot invalid.No connection to these
slot available. Check configuration in CP and PLC

-7 Socket error

"Result": {
    "Value": -7,
    "Message": "Socket error",
    "SocketError": {
        "Value": 10013,
        "Message": "Permission denied."
    }
}
Win Socket errorlist

-8 Memory error Requested memory in the PC is not available.
-9 Overrange e.g.. timer > 9990000 ms

-10 Desired data type is not allowed or is not
supported. Check that the code for data type is valid.

-11 The specified PC data type do not
correspond to the specified PLC data area.

e.g : This can occur if you want to access counter and
the PC is specified as data type BYTE. Solution:
Change the data type in the PC.

-31 PC and S7 data type are in invalid relation
e.g. PC = BYTE = Word PLC Adjust PC – data area.

-32 S7 returns incorrect number of data for the
specified data type.

-33 Consecutively access to multiple bits not
available.

-34 The requested request block could not be
assigned.

-1002 No resource available. Maximum of the available connections is reached.

2
Block or data area does not exist, for
example access to DB, which is not
available, or too small.

Verify that the desired data area exists in the PLC.

https://msdn.microsoft.com/en-us/library/windows/desktop/ms740668(v=vs.85).aspx
https://www.traeger.de
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